New Libraries in the Network Test Program

An existing Network Test Program (TroubleshootNetwork.exe) should be updated to use Windows HTTP Library (WinHTTP) and Windows Internet Library (WinInet) library for determining current proxy settings and performing HTTP request to Trade-Ideas Web server.

1) Both WinHTTP and WinInet library should be loaded dynamically during runtime using LoadLibrary() API call. 

2) Necessary functions from both libraries should be called using function pointers obtained via GetProcAddress() API call.   

3) All HTTP requests should be done using asynchronous completion mode. Necessary callback functions and context structures should be used to support asynchronous completion mode. 

4) The following sequence of operations should be executed using WinHTTP library:

4.1) Check whether the current platform is supported by this version of WinHTTP (WinHTTPCheckPlatform());
4.2) Determine current default WinHTTP proxy settings from the registry (WinHttpGetDefaultProxyConfiguration());

4.3) Determine URL of Proxy Auto-Configuration file (WinHttpDetectAutoProxyConfigUrl());
4.4) Determine Internet Explorer proxy configuration for current user (WinHttpGetIEProxyConfigForCurrentUser());
4.5) If any non-empty proxy information is obtained on steps 4.2), 4.3) or 4.4), use this proxy information to perform HTTP requests later.

4.6) Perform HTTP request to http://www.trade-ideas.com/NetworkTest.php
4.7) Perform two simultaneous HTTP requests to  http://www.trade-ideas.com/NetworkTest1.php
5) The following sequence of operations should be executed using WinInet library:

5.1) Determine current proxy settings for URLs http://www.trade-ideas.com/NetworkTest.php and http://www.trade-ideas.com/NetworkTest1.php (InternetGetProxyInfo());

5.2) If any non-empty proxy information is obtained on step 5.1) use this proxy information to perform HTTP requests later.
5.3) Perform HTTP request to http://www.trade-ideas.com/NetworkTest.php
5.4) Perform two simultaneous HTTP requests to  http://www.trade-ideas.com/NetworkTest1.php
6) All test activity and results should be logged in the memo control on the test program’s main window.

Proxy Information Retrieval in Windows

This chapter contains information about possible methods of proxy configuration retrieval in windows.  This information is gathered from MSDN online help and from conversations with system administrators who work on Windows  platform. It might be not full and even incorrect.

We review only methods exposed by Windows Internet Services Library (WinInet) and Windows HTTP Services Library (WinHTTP).
WinInet library exposes two main methods to retrieve proxy settings:

1) You can query global proxy settings stored in the registry using InternetQueryOption() function with INTERNET_OPTION_PROXY option code. This will fill an INTERNET_PROXY_INFO structure with the current global proxy settings:

  INTERNET_PROXY_INFO = record

    dwAccessType: DWORD;    
// dwAccessType - access type

    lpszProxy: LPCSTR;     

// lpszProxy - proxy server list

    lpszProxyBypass: LPCSTR;
// lpszProxyBypass - proxy bypass list

  end;
2)  You can query proxy settings for given URL by using so-called “limited auto-proxy support” and InternetGetProxyInfo() function from JSProxy.dll. This is seems to be rather complex method (http://msdn.microsoft.com/library/default.asp?url=/library/en-us/wininet/wininet/autoproxy_support_in_wininet.asp ) – you should dynamically load 

JSProxy.dll, provide implementation (???) of several functions that are used as helpers to execute so called Proxy Auto-Configuration File (PAC file), determine location of PAC file and execute it, passing given URL as parameter. PAC file – is the ECMA script (JavaScript) file, it’s structure is described at http://wp.netscape.com/eng/mozilla/2.0/relnotes/demo/proxy-live.html. Finally you will get a string with the proxy server name for the given URL. 
WinHTTP library is a more recent technology from Microsoft. Despite the fact, that many functions in WinHTTP duplicate functions  in WinInet, there are several new functions, that seem to be useful.

WinHttp library exposes XXX main methods to retrieve proxy settings:

1) You can query default WinHTTP proxy settings stored in the registry using WinHTTPGetDefaultProxyConfiguration function. These settings usually are set by system administrators using ProxyCfg.exe tool. Are these settings differ from  the global proxy settings of WinInet?  I still do not have  exact answer, testing required.  You will get an WINHTTP_PROXY_INFO structure, that is similar to INTERNET_PROXY_INFO:
    WINHTTP_PROXY_INFO = record

        dwAccessType: DWORD;        // see WINHTTP_ACCESS_* types below

        lpszProxy: LPWSTR;          // proxy server list

        lpszProxyBypass: LPWSTR;    // proxy bypass list

    end;
2) You can query information set in Internet Explorer for current for current user and current active network connection. This is information from Tools - Internet Options... - Connections - LAN Settings... dialog in Internet Explorer. You will get WINHTTP_CURRENT_USER_IE_PROXY_CONFIG structure:
    WINHTTP_CURRENT_USER_IE_PROXY_CONFIG = record

        fAutoDetect:BOOL;

        lpszAutoConfigUrl:LPWSTR;

        lpszProxy:LPWSTR;

        lpszProxyBypass:LPWSTR;

    end;

3) You can get proxy information on per-URL basis using WinHttpGetProxyForUrl function.
 This function implements the Web Proxy Auto-Discovery (WPAD) protocol for automatically configuring the proxy settings for an HTTP request. The WPAD protocol downloads a Proxy Auto-Configuration (PAC) file, which is a script that identifies the proxy server to use for a given target URL. PAC files are typically deployed by the IT department within a corporate network environment. The URL of the PAC file can either be specified explicitly or WinHttpGetProxyForUrl can be instructed to automatically discover the location of the PAC file on the local network. WinHttpGetProxyForUrl supports only ECMAScript-based PAC files.

 WinHttpGetProxyForUrl must be called on a per-URL basis, because the PAC file can

 return a different proxy server for different URLs. This is useful because the PAC file allows an IT department to implement proxy server load balancing by mapping (hashing) the target URL (specified by the lpcwszUrl parameter) to a certain proxy in a proxy server array.
Again, you will get an WINHTTP_PROXY_INFO structure described above.

(http://msdn.microsoft.com/library/default.asp?url=/library/en-us/winhttp/http/winhttp_autoproxy_support.asp)

Actually, I assume that WinHttpGetProxyForUrl function is just a standard implementation of operations required for auto-proxy support in WinInet library,  and it works with JSProxy.dll and InternetGetProxyInfo function behind the scene, as described above for “limited auto-proxy support” in WinInet.

The main question now – is how to manage situations when we get different proxy settings from different calls. Which settings use for HTTP requests? I suppose  we need to set up some priority system. Say first we will try settings discovered on per-URL basis, then – settings from Internet Explorer, and finally – global settings fromWinHTTP and WinInet.
