Overview

e*trade asked us to make a version of the HTTP tunnel which uses HTTPS rather than HTTP.
In a purely technical sense, this is silly.  Most people will not be using the HTTP tunnel at all.  If we really need SSL, then it should be incorporated for all users.  But this will help the team at e*trade get our software approved.  They have lots of departments which all ask questions, and HTTPS instead of HTTP is a standard question.

At the same time as I set up the HTTPS server for the tunnel, I knew that we might want to add another HTTPS web site.  http://secure.trade.ideas.com/ could handle a number of things, including our own administrative tools, and proving reports for e*trade and others.

Separate Web Sites
I did not consider putting these two things on the same web site.  For one thing, I always wanted the tunnel to be separate from the main web site because, if a large number of people hit the tunnel at the same time, I don’t want that to take down the main web site.
There are other issues, because I have moved the tunnel between Apache and YAWS several times.  I don’t want to make the other software work with YAWS.  These each have their own needs, and might need different web servers.
Certificates

Apache has SSL built in.  But it doesn’t do much good until you get a certificate.

Types of Certificates

http://www.verisign.com/ssl/buy-ssl-certificates/index.html 

Verisign offers several types of certificates.  The web site didn’t make the differences very clear.

For proxy.trade-ideas.com I chose the least expensive option, which is currently $400/year.  “Secure Site: SSL Certificates”.

One option is a “True 128 Bit SSL Certificate”.  This prevents people from attaching if they have weak encryption.  If we processed credit cards, we’d need this.  (And that’s why Verisign charges more for these.)  We actually want exactly the opposite.  The whole point of the tunnel is to allow as many people as possible to connect.  If someone doesn’t have the good encryption available on their computer, we don’t want to cut them off.
The other option is “Extended Verification”.  This is a nice idea, but it doesn’t really do much, and it doesn’t apply to the proxy server at all.  This means that Verisign would do a more extensive background check before offering the certificate.  In exchange for that, people using a very new web browser will see a special message saying that we have gone through that process.  Of course, no one will be using the browser to access this site, so it doesn’t help us.  And I wanted to get started sooner, rather than later, so I took the quick/default/inexpensive verification.  We might want “Extended Verification” for secure.trade-ideas.com.

Verification Process
Verisign already verified us a long time ago for the signature for the ActiveX controls and installation files.  They could not use this because the verification process is only valid for 25 months.  However, they were able to find the records just from our company name.  I didn’t need to give them any type of customer number or anything like that.

The verification process was very quick and painless.  It took about 24 hours.  They sent me a brief letter.  I printed it, got it notarized, and faxed it back to them.  If my phone number was in the phone book, it might have taken even less work.

Creating the Certificate Request

For the most part this was simple.

You definitely have to read the help on the Verisign web site.  The openssl program asks a lot of questions.  Some are obvious, but for others you need to read specific instructions from Verisign.

I had a problem running the openssl program to create the keys.  I started with the example from the Verisign web site.  This gave me an error message.  The error message didn’t make any sense.  Through trial and error I found that I could reorder the options on the command line, and that made everything work.
Apache Installation

When I originally created the RSA keys, I encrypted the private key.  This was recommended but not required.  That was a problem, because you have to enter the password on the console each time you restart the web server.  I changed the key file so it is no longer encrypted.

I installed the keys on the Apache server on Karen.
· I copied the private key that I had created to /etc/pki/tls/private/proxy.key.  Presumably I will copy put the key for secure.trade-ideas.com into /etc/pki/tls/private/secure.key.
· Verisign emailed me the certificate.  In installed that at /etc/pki/tls/certs/proxy.crt.  

· I copied Verisign’s intermediate certificate to /etc/pki/tls/certs/intermediate.crt.  (That file is very prominent on their web site and in multiple emails.)

· I edited /etc/httpd/conf.d/ssl.conf and added the following lines.  (In some cases I had to comment out obviously conflicting lines.)
· DocumentRoot /var/www/alldocs/proxy
· ServerName proxy.trade-ideas.com
· SSLCertificateFile /etc/pki/tls/certs/proxy.crt
· SSLCertificateKeyFile /etc/pki/tls/private/proxy.key
· SSLCACertificateFile /etc/pki/tls/certs/intermediate.crt
· I created a file /var/www/alldocs/proxy/ReadSSL.php.  This is just like Read.php which already existed, but it gives the client a different return address when he comes back to give us more data.  Otherwise only half the conversation would be in HTTPS, and the other half would be in HTTP.

I plan to copy this stuff to Shauna.  That makes Shauna and Karen perfect backups for each other.

Testing

Testing was slightly tricky because the certificate has a specific name in it.  If you try to install the certificate on a test web site, it will fail.  I could limit the ill effects slightly by using the firewall to send https://proxy.trade-ideas.com to one machine, and http://proxy.trade-ideas.com to a different machine.

Currently, the HTTPS version is running on Apache on Karen.  The HTTP version is running on YAWS on Amanda.  Both servers are functionally equivalent.  I moved to YAWS because it should be able to support a lot more people.  Currently we do not have enough people using the tunnel to care, but we want to make sure we are ready for the future.
When I try to install the certificates on YAWS/Amanda, I will reverse the setup in the firewall.  When I am done, I hope to have both types of connection running on Amanda.

Other Servers

I want to add the certificate to YAWS/Amanda.  There are no instructions on the Verisign web site for using YAWS.  There are no instructions for lighttpd, either.  I’ve done some work with that server, and I think it might be useful for some future projects.
I have no guarantee that this will work.  Even the process of creating the keys is different for different servers.  There is no guarantee that my key will be any good.  The sales rep at verisign suggested that I should try all the servers in the fist 30 days to know if I need to get a refund.  (I didn’t tell him which other servers I was looking at.)

However, I suspect that this will work.  I suspect that YAWS and lighttpd are both set up to use the same format as Apache, just for their own survival.  Also, they all use openssl to do the bulk of the work.

For information about configuring HTTPS in YAWS, go to http://yaws.hyber.org/yman.yaws?page=yaws.conf and search for “<ssl>”.
My next task is to try this.

Web Site

Main Web Site
I don’t think we can convert www.trade-ideas.com to HTTPS without serious effort.  For one thing, there are a lot of explicit pointers to http://static.trade-ideas.com.  We would have to find a way to convert all of those to HTTPS references so the user isn’t bombarded with warning messages.

Secure Web Site
It might make some sense to move our admin stuff to an HTTPS site.  We don’t have any great secrets, but it could help.

The bigger issue is that e*trade asked for some reports, and we don’t know the format for these.  They might come from the web, similar to our own reports.  e*trade might be able to access these directly, without our help.  In this case, they would probably ask for HTTPS again.

Port Numbers

Currently, if you try to go to https://www.trade-ideas.com you will get our ActiveX server.  We did this for the benefit of Scottrade.  Their people connect through that port, because that’s how they connect to the Scottrade servers.

We should really untie that mess.  Scottrade goes to “server.trade-ideas.com”.  We should change the DNS so that points to a different IP address.  That will take some time to take effect, so we can’t wait until the last minute.

Then we can make secure.trade.ideas.com use the same IP address as the main server.  Or, if we preferred, we could put the HTTPS stuff on www.trade-ideas.com.  But it still would not be a mirror of the normal site.
